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ABSTRACT

Nowadays, Cybercriminal activities are increasingai faster rate showing an impact on communitieshas
electronic communication is has increased. In thisvey different users views are collected and aralyzed using
concept analysis and mapping techniques to makiscaete form of major issues and areas of concethta provide
useful help. This survey shows that there are blders with genuine concerns about informatiorusgcbreaches and
malware incursions. Awareness plays a vital rolelgctronic communication. Cyber bullying is alseecof the deep

concerns identified by few stakeholders.
KEYWORDS: Survey on Cybercrime in Stakeholders Perspective
INTRODUCTION

Cybercrime is a fast-growing area of crime. More and more orais are exploiting the speethnvenience and
anonymity of the Internet to commit a diverse ranfi€riminal activities that has no borders, eitpysical or virtual,
cause serious harm and pose very real threattionsi worldwide. Cybercrime and cybercriminal aittds continue to
impact communities as the steady growth of eleatrorformation systems enables more online businglss collective
views of sixty-six computer users and organizatiaghat have an exposure to cybercrime, were andlysg concept
analysis and mapping techniques in order to idgkié major issues and areas of concern, and praigdful advice. The
findings of the study show that a range of compmutgiakeholders have genuine concerns about theieney of
information security breaches and malware incussi@including the emergence of dangerous security @detection
avoiding malware), the need for e-security awareesl education, the roles played by law and laiereement and the

installation of current security software and sgse

Since 1980's , users have been subjected to aofaflectronic security risks and attacks in thenfsrof
information theft, malicious software (malware) tsmnent, financial scams, extortion, and illegadarground cyber
networks. ([1], [2],[3])-

Stakeholder’s Perspective

Some ten years later, we believe it is time tosiewhe issue of cybercrime, but from a computitaksholders’
perspective. In adopting this stakeholder-basedogmb, this paper achieveso major aims. First, we understand the
major issues or areas of concern that confront coenpusers. This under-standing allows us to ifiemstnd understand
cybercrime and activities by identifying the pressypoints (i.e. areas of discomfort) of users. Atmomparing the
governmental directions in the same regard with niegor stakeholder issues or areas of conc8atond,through
understanding the issues or areas of concern, evalde to offer useful advice and recommendationgv/ioat actions to

take to reduce the risk of cybercrime. These aaisersome research questions as:
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What are the major issues or areas of concerrtdiesholders that are exposed to cybercrime?
What steps might be taken by stakeholders to mi@rthe emerging cybercrime risks or threats?

Are future governmental directions for dealing witlyber-criminal activities consistent with stakedten

concerns?

By better understanding the issues and concerromiputer users at the individual and business dewatd
provide useful and positive advice on the avoidawmiceybercrime events (i.e. consistent with thesish Computers &
Security). This is a contribution to a broader ustinding of cybercrime and cybercriminals, whieliag support for the
growing number of management protocols and toolsigo@stablished to address cyber security (e.g.re&xwess
campaigns, skills programs, automated technicalrgggrocesses). This study combined concept aimabnd mapping

techniques with stakeholder analysis in order temgine the ‘actual’ issues and concerns of comguttakeholders.
CONTEMPORARY LITERATURE

* In United States law enforcement agencies repdrgghtened financial losses in the areas of comphdsed

crime and security.

* In another survey of North American business, umanized systems breaches resulted in steep risisaincial

fraud (up 38%) and reported financial losses (U4} compared with the previous year’s data [4].

» Other studies highlighted the problems of cybererimpersonal and business settings, while alseriaff advice
and legal mechanisms for victims of cybercrime udahg taking fast and stealthy actions, concemtigatn
recovery of funds over criminal prosecution, vigide and monitoring of criminal activity, and seeakthird party

disclosure of criminal assets and whereabouts.

* At the governmental level, economic and nationaliséy interests were also considered in the gjiateontext
of cybercrime, cyber warfare and the growing ttsdadm cyber terrorism and electronic attacks oy jeblic

infrastructure.

* Further studies advocated the use of widespreadneomeation and education programs, urged managerial

vigilance and environmental scanning, and offefeddt and staff profiling as key cybercrime prei@ntools
([51.[6].[71.[8].[9]).

In summary, the extant literature specific to thder-crime discipline concentrates on how thesenical
activities impact individuals and organizations ambat measures (e.g. education, legal, law enfoeogmmight be
enacted to assist stakeholders. This is partigutatevant in the Australian context with some resties suggesting that

individuals and organizations lose up to A$650iomlleach year due to cybercrime events [10].
RESEARCH METHOD
The research method adopted in this study is bas&tbncept analysis and mapping (CAAM) techniques.

CAAM is defined as “a structured six-step procdesused on a topic or construct of interest, inirgvinput
from one or more participants, that produces agrjmetable pictorial view (concept map) of theiead and concepts and

how these are interrelated” [11].
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In essence, the ideas, comments, issues and opinioparticipants or stakeholders are capturedutiiroan
elicitation process, and integrated into a consddid analytical and pictorial schema using CAAMwafe. The analyses
and maps are typically utilized in advisory or @é&mi-making processes or procedures related toistheée under
investigation. In the broadest sense, these typessearch and evaluation programs can be abdfr&mtether enquiries,

particularly community based problems and issuks, the impacts of cybercrime.
CAAM Procedures and Processes

The CAAM software acquired for this study allowed to classify the cybercrime concepts and themes,
characterize and sort the written inputs, identify patterns and relationships between cybercrioneepts and themes,
and process out any asymmetric information. Tharharcer CAAM software product was selected for insthis study
[12].The software allows researchers to selectlaad stakeholder input files, extract the key cgbieme concepts from
the input statements, edit the identified cyberericoncepts prior to reprocessing, undertake thenzatic location and
coding of cybercrime concepts within the stakehoidpeuts and, construct the cybercrime concept naapsb statistics
profiles. The CAAM software provides three prim@mjormation arte-facts [12]. First, the softwardrexts and outputs a
frequency distribution and statistical summary @éritified cybercrime concept terms. Also, theseceph terms are
further grouped into concept themes (i.e. majarassr direction of the collective concept terms,drample ‘web-sites’,
within the grouping) and are visible as large escbn the concept maps. Second, the software nesashe associative
behaviors between the cybercrime concept termd) thié central concepts being those that most fratyueo-occur
within the stakeholder inputs (also identified be tap as larger concept dots). Third, the softwagasures conceptual
similarity and specific attraction (i.e. clusteriraf cybercrime concept terms). The software sedtipgints are in

accordance with the Leximancer manual and otheareh studies [12], [13], [14].

The individual and organization inputs were colecbn 18 August 2010 from the Parliament of Australeb
pages that were established for the Inquiry intdeZgrime, conducted by the House of RepresentatBtasding
Committee on Communications [15]. Importantly, 8o®pe of the cybercrime enquiry provided an agdeegsource of
stakeholder data for this study. The 66 writtekedt@lder inputs to the enquiry were grouped andpii@ah into a 307,000

word file (cybercrimes-tudy.doc) for analysis, watbreakdown of stakeholder.
RESEARCH PROCEDURE

The generation of the cybercrime concept termdistta and maps was completed using a two-stepareb
procedure. In the first step, the concept termspgnts) and themes were set to the maximum lawel 100%). This
allowed the major cybercrime concept terms withia $ixty-six stakeholder inputs to be readily iifeedt and recorded. In
the second step, the CAAM software’s Multi-DimemgibScaling (MDS) feature was used to steadily cedie concept
theme size until a workable cybercrime concepts,riragusive of the major concept clusters, was tged. Also, the
CAAM software’s concept co-occurrence mapping featuas activated to record the strongest assongmtietween the

cybercrime concept terms (and the related tex¢/stant) using the text coding function.
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Table 1: Summary of Cybercrime Enquiry Stakeholders(Commonwealth of Australia, 2010a)

Percentage of

Number
Stakeholder Group Stakeholder’s Function and Description of inputs Tota(l(ylor;puts
Government 4  State governments (up to 39050416 25 37

organizations (GOs)| 4  Federal research ageiigeto 6600 staff)

Federal legal and financial regulation agenciest¢up

25,000 staff)

Federal and State Privacy Commissioners (uf &t&f)

Domestic law enforcement agencies (up to 70&K) st

International law enforcement agencies (up 1 §aff)

Military and National security organizations (up to

120,000 staff)

Federal technology policy and regulation agenaigst

5000 staff)

International government organization (up to@3taff)

Government business enterprise (up to 34,560 sta
Information and technology speciakiest groups | 19 29

ep. up to 250 businesses and over 20,000 incilgdlu

Financial industry special interest groups (reptaf20

businesses)

Not-for-profit businesses (covering standards and

technology advisory)

Tertiary level research centres (covering technphd

law)

N (NN W &

Non governmet
organizations (NGO

ISR

w

High school level advocacy group (covering statelfd

L education)

7 Large to medium sized security software bussias (up t“’_Lg

17,400 staff) 29

Public and private

companies 7 Large to medium sized technglomgdia and film

businesses (up to 89,000 staff)

3 [Medium to small consulting businesses (up 2aff)st

1 |Large telecommunications business (up to 45s84f0)

1 |Medium sized bank (up to 700 staff)

Individuals 3 adult males between the ages of 305hyo commenting | 3 5

on Internet domain, education and security issues.

Table 2: Cybercrime Concept Statistics Summary

Data Set
Concept Statistic Cybercrime Enquiry
Written Submissions

Cybercrime 74
concepts
identified (No.)
[Total words 4150
analysed/
cybercrime
concept
Cybercrime
concept count
High Information (1046)

Low Study (105)

Cybercrime concepfinformation] [cyber] [computer
themes (No.) [education] [website] [online] [ped{le)
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Central cybercrime| [information] (1046) [servic€SP1)

concepts (absolute| [security] (939) [risks] (466)

concept count) [cyber] (864) [internet] (452)
[online] (839) [identity] (446)
[crime] (747) [data] (445)
[computer] (671) [fraud] (429)
[users] (626) [theft] (424)
[consumers] (525) [Australian] (452)

RESULTS

Descriptive Statistics — Cybercrime Concept Terms

In Table 2 , as seen amongst the 74 identified rcylmee related concept terms, the most common taised by
stakeholders was ‘information’ with an observedupence rate of 1046. The concept map showed ligastkeholder
inputs yielded 16 central (i.e. most frequentlyam@urring) concepts. The linear maps also showatttie cybercrime

terms were enfolded within seven major concept #wefeee Figure 1).
Cybercrime Clusters — Major Issues and Areas of Carern

Activation of the CAAM software’s concept co-ocaemce mapping feature identified six major cybererim
related clusters (i.e. cybercrime issues and avkaencern). The cluster summaries show high canagons of concept
terms (i.e. 5043e2247 cybercrime concept termschester) within each cluster (note, average conaEmurrences
ranging from 561 to 281 terms). The clusters anutraéterms were concentrated in the areas of mddion security
breaches (e.g. personal identity theft), secunitstesns and software, the role of law and law emfiorent agencies,
awareness of risks of online fraud and scams, makcsoftware and website attacks, electronic $igceducation and IT

literacy, and, the reporting of cyber bullying afung people at school.

: R e e e e L BRI
- R e i s §
{intematidnal cyberime G-

Figure 1: Cybercrime Terms and Themes
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CONCLUSIONS

In this report it asserts that the use of stakedolhalysis and CAAM techniques in cybercrime redea
represents a valuable contribution and extensioguafitative research into the field of computensl aecurity. We also
acknowledge the limitations of research that usedaively small number of stakeholder inputs, wisempared with the
5 million households that use computers in Ausirtdiday. This study also recommends the use o€#®&M techniques
and stakeholder analysis methodologies to othearekers in the field of information security. Tdmealysis exposed the
genuine uncertainties and concerns of computingebtaders in relation to the prevalence of infoloratsecurity
breaches and malware, requirements for ongoingerisg awareness and education programs, the negfiéi role of law
and law enforcement, and the requirements for ggcsoftware and systems. The Australian governniemboking to
strengthen its approach to cybercrime and accedeet@ouncil of Europe Convention on Cybercrimehia near term
[16]. It is also advisable that stakeholders cadm tap various initiatives and measures to redueerittks of cybercrime

events, including improving awareness and educatiaooperating with law enforcement.

In closing, cyber bullying remains a serious huraad mental health issue in our communities. Andgtiosving
number of high profile bullying incidents exposeging the online environment (see the internatidf@lTube profile of
bullied Australian schoolboy, Casey Heynes) [17].W&¥e also clearly moved by the account of the cyhdlying and
subsequent suicide of teenager Ryan Halligan in &skv et al. [18] There is a sincere hope thathvifie help of
governments (including new laws, like those progoisethe Australian state of Victoria) and commigst any form of
bullying will find suitable remedies in the futujE9][20].
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